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Abstract— The mobile ad-hoc networks (MANET) is a new
wireless technology, having features like dynamic topology
and self-configuring ability of nodes. The self -configuring
ability of nods in MANET made it popular among the critical
mission such as military use and emergency recovery. But due
to the open medium and wide distribution of nodes make
MANET vulnerable to malicious attackers. So to protect
MANET from various attacks, it is crucial to develop an
efficient secure intrusion-detection system for MANET. In this
paper, we focus on various intrusion-detection system in
MANETS.
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I. INTRODUCTION

Wireless networking is the platform for working with the
current technology widely used in several applications.
Mobile Ad-hoc Network( MANET) is a collection of
wireless mobile node, consists of both wireless
transmitters and receivers, which dynamically forming a
temporary network and communication  between
transmitter and receiver is by using bi-directional link.
Either directly, if nodes in MANET are within
communication range or indirectly means transmitter node
rely on intermediate node, for forwarding data to
destination node. Various feature of MANET, overcomes
the problem in contemporary application of wireless
network. such as dynamic topology and decentralized
network feature of MANET, means all the nodes are free to
move randomly. The self-configuring ability of nodes in
MANET, Minimal configuration and quick development,
makes MANET ready to be used in emergency condition,
where an infrastructure is unavailable, or difficult to install
network, in scenarios like natural disasters, military
conflicts. Due to these various unique characteristics,
MANET is becoming popular among all other wireless
application as well as widely implemented in industry.

Network security has vital importance in every
wireless network technology. But open medium and remote
distribution of nodes make MANET vulnerable to various
types of attacks. So it is necessary to develop an efficient
secure intrusion-detection system (IDS) to protect MANET
from various attacks. IDS is one of the Research field in
MANET, mostly researchers are focusing on developing a
new detection, prevention and response mechanisms for
MANET.
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Fig 1. Wireless MANET

1.11DS in MANETS:

Intrusion is any set of actions that attempt to comprise the
integrity, confidentiality or availability and an intrusion
detection system (IDS) is a device or software application
that monitors network traffic and if any suspicious activity
found then it alerts the system or network administrator.
There are three main modules of IDS are Monitoring,
Analyses, Response. The Monitoring Module is responsible
for controlling the collection of data. Analyses Module is
responsible for deciding if the collected data indicated as an
intrusion or not. Response Module is responsible for
manage and using the response actions to the intrusion.

Due to the limitations of most MANET routing
protocols, nodes in MANETSs assume that other nodes
always cooperate with each other to relay data. This
assumption leaves the attackers with the opportunities to
achieve significant impact on the network with just one or
two compromised nodes. To overcome this problem,
intrusion-detection system (IDS) should be added to
enhance the security level of MANETS. If MANET knows
how to the detect the attackers as soon as they enters in
the network, we will able to completely remove the
potential damages caused by compromised nodes at the
first time. IDS usually acts as the second layers in
MANETs. and it is a great complement to exiting
proactive approaches. So intrusion detection system is very
important aspect of defending the cyber infrastructure from
attackers.
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Fig 2.Intrusion detection system

Il. RELATED WORK

2.1. Routing misbehavior in mobile Ad-hoc networks
(MANET)
Most of the routing protocols in MANET have limitations
in transmission. Therefore, nodes in MANET assume that
other node always cooperate with each other, to
reciprocation of packet this assumption, gives opportunities
to attackers, to achieve significant impact on the network
with compromising just one or two nodes in the network.
To overcome this problem, an intrusion detection system
should be introduced, to enhance security level of MANET

In this paper, Marti et al.[] proposed a mechanism
called Watchdog. It’s aim is to enhance the throughput of
network with the presence of malicious nodes. In reality,
the watchdog scheme consists of two different parts,
namely Watchdog and pathrator.
2.1.1 Watchdog

Watchdog serves as IDS for MANET. It is
responsible for detecting malicious node misbehaviors by
prominently listing to it’s next hop’s broadcast. If
Watchdog node overhears that, it’s  next node fails to
forward the packet within pre-defined time, it increase it’s
failure counter. whenever a node’s failure counter exceeds
a pre-defined threshold, the watchdog node it’s as
misbehaving node.
2.1.2Pathrator:
Pathrater works as response system. Once Watchdog node
identifies malicious node in the network, then the pathrater
cooperator with the the routing protocols to avoid the
reported node in the future transmission . Many research
studies have proved that, watchdog scheme is efficient.
Nevertheless, as pointed out by Marti et al[],watchdog
scheme fails to detect malicious misbehaviors with
presence of following: 1)ambiguous collisions; 2) receiver

www.ijcsit.com

collisions; 3) limited transmissions; 4) false misbehavior
report; 5)collusion; 6) partial dropping.

2.2 Acknowledgement
Detection in MANET:
To address six weakness of watchdog scheme, various new
approaches proposed by many researches.

In this paper Liu et al.[] proposed a novel scheme
called TWOACK. TWOACK is one of the most significant
approaches among them. This TWOACK scheme is neither
an enhancement nor Watchdog based scheme. It’s aim is to
overcome problems such as Receiver collision an limited
transmission power in a watchdog.

TWOACK scheme is proposed to detect routing
misbehavior and to reduce mitigate their adversr effect.
This scheme scheme is used to detect some selfish nodes
nodes, will participate in the route discovery and
maintainence processes, but refuse to forward packet.

The TWOACK scheme detect mishbehaving link
by acknowledging every data packet transmitted over
every three consecutive nodes long the path from the
source to the destination. After getting packet, by the nodes
in a 3-consecutive nodes, each node along the route is
required to send back an acknowledgment packet to the
node that is two hops aways from it down the route.
Source sends the packets to the Receiver after receiving
packet by receiver, it generates th 2ack packet back to
sender. The retrieval of this 2ack packet within a
predefined time period indicates successful transmission,
otherwise both intermediates and destination node are
reported as malicious.

The 2-ack scheme, successful solves the receiver
collision and limited transmission power problems of
watchdog scheme. But in 2-ack scheme, the
acknowledgement  process required in every packet
transmission. Due to this acknowledement process, it addes
a significant amount of network overhead.

Based Routing Misbehavior

2.3 Video Transmission Enhancement in presence of
Misbehaving Nodes in MANETS.

In this paper, sheltami et al. [] proposed a new novel
intrusion detection system, called Adaptive-
Acknowledgement(AACK). AACK is an
acknowledgement-based, scheme, which is considered as
combination of TACK ( identical to 2-ack) and end-to-end
acknowledgement scheme (ACK). It detect misbehavior of
malicious node, also avoid them in other transmission.
AACK scheme, gives more network throughput and
reduces network overhead, as compared to TWO-ACK.

In this AACK System, initially source node sends
out packetl without any overhead except 2b of flag
indicating the packet type. Then all the intermediate nodes
simply forward this packet. Finally, when the destination
node ‘D’ receives packet 1, it is required to send back an
Ack acknowledgement packet to the source node ‘s’ along
the reverse order of the same path. If source node receives
this ACK acknowledgement packet, within predefined time
period, then packet transmission from source to destination
is successful. Otherwise, the source node will switch to
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TACK scheme by sending out a TACK packet .Hybrid
scheme in AACK, significantly reduces RO.

Both the TWO-ACK and AACK schemes are
acknowledgment based scheme. For the detection of
misbehavior, these two schemes completely depends upon
acknowledgement packet from receiver.  Misbehaving
nodes, that exhibit abnormal behaviors can disrupt the
network operation and sends forging acknowledgement
packets to the sender. So, it is crucial to guarantee that
acknowledgements packets are valid and authentic.

2.4 Detecting forged Acknowledgement in MANETS.
Nodes in MANETs assume that other nodes always
cooperate with each other to relay data. This assumption
leaves the attacker with the opportunities to drop the packet
as well as to generate forge the acknowledgement packet,
MANET suffers from the problem is it fails detect
malicious node.

In this paper, N. Kang et al [ ] introduce an
intrusion detection scheme with digit signature algorithm,
to provide secure transmission against false misbehavior
report and partial dropping. In MANET, it assumes that
misbehaving nodes are lies between source and destination,
that is they are intermediate node along with other
intermediate node. During the transmission of packet,
initially misbehaving node cooperate with other nodes, then
they drop the packets instead of forwarding to next node,
also they generate forge acknowledgement and send to the
source node. When the source node sends out the data
packet, it register packet-ID and sent time. After receving
packet, destination node need to to send acknowlgement
with packet-ID to source noe. Within a predefined time
period, if source receives node Acknowledgement packet
from destination, then transmission is successful. After
getting Acknowledgement packet to source, no more
additional ACK packet does not receive by source from
destination, otherwise it  switch to  secure
Acknowledgement mode.

In this secure-ACK scheme, the principle is to let
every three consecutive node work in group, the third node
required to send S-ACK packet to the the first node as
well as third node is required to sign packet with it’s own
digital signature. When the first node receives this s-ack
packet, it verifies the third node’s signature with the pre-
distributed public key. If source node does not receives this
S_ACK packet, within predefined time, then both node
second and third ar reported as malicious. When the source
node receives th e malicious report, instead of trusting the
report immediately and it marks the node as malicious, it
requires the source node to switch to MRA mode to
confirm this malicious report.

The source node switch, to MRA mode, by
sending out an MRA packet, to destination node throught
different route. If there is no other route exists in cache,
source will find alternative route when there are no
alternative route to destination node from source node. This
detection system, in extreme condition accept this
misbehaving report.
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2.5 EAACK - A Secure intrusion-detection System for
MANETSs

As discussed in previous paper, both TWO-ACK
and AACK solve two weakness of watchdog scheme,
namely receiver collision and limited transmission power.
But both of them, still suffer from problem that is to false
misbehavior attack.

In this paper, Elhadi M. shakshuki et al [ ]
proposed anew IDS called EAACK - Enhanced Adaptive
Acknowledgement. It is specially designed for MANET,
which solve not only receiver collision and limited
transmission power but also the false misbehavior
problem. EAACK scheme makes makes use of digital
signature, to prevent the attacker from forging
Acknowledgment packet. It requires all Acknowledgment
packet to be digitally signed. EAACK consists of ‘3’ major
parts namely ACK, S-ACK,MRA.

In this first ACK mode, initially sender sends
packet to destination, all intermediate node cooperate to
forward the packet to destination. After receving packet by
destination it is required to send back Acknowledgment
packets to receive, it waits for the Ack packet. Within a
predefined time interval, if the source node received a
acknowledgement ~ from receiver, then the packet
transmission is succesful. Otherwise, source node node
will switch to S-ACK mode, by sending out an S-ACK
data packet.

In this S-ACK mode, the principle is to let every
three consecutive node work in a group to detect
misbehaving nodes. Every third node, in the group is
required to send Acknowledgment to the first node. Within
predefined time period, if any node fails to send
acknowledgment is marked as malious node. Here,
EAACK requires the source node to switch MRA mode
and confirm this mishehaving report.

The third step of EAACK scheme, named
Misbehavior report Authentications (MRA). In this MRA
mode, the main function of MRA scheme, is to authenticate
whether the destination node has received the reported
missing packet through different packet route. Initially
source node first searches it local knowledge base for the
altenative path to destination. If there is no other route
exist, then source node starts a DSR Routing request to
find alternative route. Due to the nature of MANETS, it is
possible to find out altenative route between any two node.
After receiving an MRA packet by the destination, it
searches it’s local knowledge base and compares if the
reported packet was received. If it is already received, then
this is a false misbehavior report and the node which sends
that packet marked as malicious. Otherwise, the
misbehavior report is trusted and accepted.

This new system uses digital signature to
authenticate ACK packet as well as it prevent ACK packet
to be forged. In this scheme, sender must sign the packet
before sending packet and after receving of the packet
reciver will verify the authenticity of the packet . In the
case of limited transmission power, receiver collision, false
misbehavior rate an EAACK is a preferred intrusion
detection system than exiting approaches.
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I11. CONCLUSION

Malicious attack has always been a major threat to the
security in MANETS. In this paper, we have done literature
survey for detecting the malicious nodes misbehaviors in
Mobile Ad-hoc Network (MANET). Intrusion detection
system (IDS) is one of the most active fields of research in
MANET. This system usually focused on detecting
problem with the routing system to prevent various attack.
This paper shows the overview of various intrusion
detection system to detect malicious nodes and provide
security against the attacks. Packet dropping attack has
always been a major threat to the security in MANET. A
novel IDS named EAACK protocol specially designed for
MANETS. In this system, first send data packet; if it detects
any misbehavior in the network it will find misbehaving
node and eliminate the node from the route. Otherwise it
will select the alternate route from it’s local acknowledge
base and start sending packet. Compared EAACK scheme
against all other popular mechanism in different scenarios
through simulations. The results demonstrated positive
performances against Watchdog, Two-Ack, AACK in the
case of receiver collision, limited transmission power, false
misbehavior report. And it reduce packet dropping.
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